The Hague
Centre for

Strategdic
y Studies

—

HCSS Security

Effective Stakeholder Cooperation during the
lifecycle of Robotic and Autonomous Systems

Bianca Torossian, Frank Bekkers & Klaudia Klonowska

The Hague Centre for Strategic Studies



Effective Stakeholder Cooperation during the lifecycle of Robotic and Autonomous Systems

Table of Contents

Introduction
1. Distinct cooperation challenges for RAS
2. Development
2.1. Integrated and interdisciplinary cooperation
2.2. Division of tasks, investments and responsibilities
2.3. System architecture
2.4 Matching ‘pull’ and ‘push’ factors
3. Integration
3.1. ‘Hand-over’ of military systems
3.2. Testing environment
3.3. Comprehensive integration
4. Use
4.1. Human-machine teaming
4.2. Continuous technology insertion
4.3. Security
5. Life cycle management
5.1. Meaningful oversight over stakeholders
5.2. Non-proliferation

5.3. Collaborative engagement

5.4. Managing private partnerships (PPP) and market competition

6. Recommendations

Bibliography

O 0 X NN NN NN

O

10
10
II
II
II

I2

15

The Hague Centre for Strategic Studies



Effective Stakeholder Cooperation during the lifecycle of Robotic and Autonomous Systems

Introduction

It is commonly accepted that armed forces cooperate with external actors, outsource
the production of arms, and share Research & Development projects with private
companies and universities. Even though this practice is long-standing, the emergence
of Robotic and Autonomous Systems (RAS) poses new questions and challenges to the
effectiveness of multi-stakeholder cooperation in a military context. RAS are unique in
that they ultimately can take humans ‘out of the loop™ and, as a consequence, drastically
affect operational performance, organizational embedding (e.g. influencing numbers,
skills and training of personnel), operational concepts (i.e. doctrine and tactics), and
raise specific ethical and regulatory concerns. In short, the introduction of a new RAS
in the armed forces is seldom a 1-1 replacement of a more human-centric solution or a
seamless fit to an identified capability gap. The nature of RAS intervention is disruptive
and therefore renders the interaction between stakeholders more complex.

This paper studies the emerging complexity of relations between a wide variety of
stakeholders involved in the development, integration and use of military RAS. The
focus lies specifically with the interactions between the military and private parties, i.e.
industry, knowledge institutes, and civil society (although the role of the national and
international policy makers in this process is also acknowledged). Based on the findings,
best practices are outlined and key requirements to improve the effectiveness of
cooperation are highlighted through organizational, legal, and practical solutions.?

This paper is organized in the order of basic system life cycle stages: (1) development,
(2) integration (transfer of ownership, organizational embedding), and (3) use of RAS in
an operational environment. However, the specific nature of RAS often results in a
Concept Development & Experimentation (CD&E) process, in which successive phases
of development, acquisition, initial introduction, and use form a spiral development
process (see Figure 1).
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Figure 1: Spiral development process and the
reoccurring stages of the system life cycle.

During the development and integration phases, concept development and testing of
successive prototype versions go hand-in-hand to mature the system, potentially

" The scale from human ‘in the loop, ‘on the loop’, to ‘out of the loop’ refers to the degree to which a human is involved
in the operating and/or decision-making process of the system.

* The analysis provided in this paper is the result of an analysis of relevant literature, strengthened by insights from the
expert session held by The Hague Centre for Strategic Studies on the 13th of February 2020. This session gathered an
interdisciplinary group of professionals representing the government, businesses, and knowledge-institutes. Insights
from the session are integrated throughout the paper.
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including regular revisions of system requirements. During the use phases, lessons are
learned that may retrospectively influence the functionality and design of a system,
thereby requiring (potentially radical) updates. This iterative process blurs the
distinction between each phase, as well as the lines between the developer/producer of
the system on the one hand, and the defense organization as customer and user on the
other. Instead of a definite hand-over in terms of ownership, responsibilities and
liabilities, the various stakeholders are typically involved and interconnected
throughout all stages of the RAS life cycle. Therefore, this paper also discusses the
overarching issues and solutions under the heading of ‘RAS life cycle management’.

Accordingly, chapter 1 outlines key differences between multi-stakeholder cooperation
with RAS and other military technologies; chapters 2 to 4 discuss in further detail
requirements of cooperation at each stage of the RAS life cycle, that is, development,
integration and use; while chapter 5 provides a discussion of the overarching
requirements for the so-called flife cycle management’. The concluding chapter
provides recommendations for effective and continuous cooperation between various
stakeholders working with RAS in the military context.

1. Distinct cooperation challenges for RAS

There are a number of elements that make the development, introduction and use of
RAS—and the stakeholder interactions that come with it—different from more
traditional (linear) capability development processes:

9 The development of RAS is to a great extent driven by civilian innovation, thus
creating demands for interaction with designers, developers, and manufacturers
outside the traditional defense industry;?

1 Due to a rapid cycle of innovation within e.g. artificial intelligence (Al), RAS must be
developed and acquired in fast-paced procedures, used for shorter periods of time,
and modified, updated, inserted, or exchanged throughout the life cycle;

1 The ethical questions and legal uncertainties surrounding the use of unmanned and
increasingly autonomous systems demands interaction with a range of stakeholders
and policy makers external to defense organizations;

1 The fundamental changes that RAS might bring to (some or all of) the DOTMLPF-
elements* requires broad interaction with stakeholders within the defense
organization, with international military partners, and possibly with other partner
agencies.

3 Traditionally, technological innovation has emanated from the military-industrial complex. These innovations would
later find civilian applications (known as the spin-off effect). In the case of RAS, as for other military systems that derive
a large part of their functionality from information technology, the trend goes in the reverse direction (spin-in).
Verbruggen, “The Role of Civilian Innovation in the Development of Lethal Autonomous Weapon Systems,” 338-42.

4 Doctrine, Organization, Training, Materiel, Leadership, Personnel and Facilities. See, for example,

https://military.wikia.org/wiki/DOTMLPF.
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These distinct characteristics, risks, and opportunities associated with RAS give rise to
specific requirements for cooperation between the armed forces and non-military
partners to ensure effective development, integration and use of RAS.

2. Development

The development of RAS is a dynamic process of hardware and software design and
production, which at later stages is consistently revisited according to the results of
system testing, integration, monitoring, and use. It is increasingly more common for
military forces to outsource the development of technologies to private actors in order
to acquire unique expertise and skills needed for the development of sophisticated
equipment such as RAS.’ Innovations and a rapid growth in the public sector in the use
of unmanned and increasingly autonomous systems (e.g. medical robots, autonomous
vehicles, and an abundance of civil drones) inspire the adaptation of civil platforms for
specific military purposes.® Thus, it can be said that RAS in the military context is
developed in a ‘spin-in’ environment, whereby the civil domain leads in innovation.
This chapter outlines solutions to improve the effectiveness of cooperation in this
dynamic environment during the development of RAS.

2.1. Integrated and interdisciplinary cooperation
The first step in envisioning an effective cooperation throughout the lifecycle is to
establish a suitable stakeholder cooperation at the initial phase of RAS development.
RAS development demands the involvement of an increasingly interdisciplinary and
long-term approach to stakeholder cooperation. Studies show that numerous states
have already conducted interdisciplinary RAS-related projects in cooperation with
industrial consortiums, universities, laboratories, and start-ups.” Interdisciplinary
teams promise to meet the demand to adequately converge ‘technical’ and ‘conceptual’
requirements due to the integration of knowledge of actors with military experience on
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