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Richard Clarke defines cyber-
war as “actions taken by a state 
to infiltrate into another state’s 
computers or networks with an 
intent of causing destruction or 
disruption.”

Defn Of a Cyber Attack





Uniqueness Of Cyberspace : 
Problem Of Attribution 

Anonymity : An attacker can easily hide behind proxy 
actors impersonating other states leading to problems of 
“Attribution.”

Artificial intelligence : Increasing complexity of cyber-
attacks in the Attack Surface, Technique adaptation, 
Tactical Adaptation and Adapting to changing defence 
ecosystem. 

Technological Superiority : US and China are 
considered the top players in AI patent filings. This 
renders few states extremely resilient to deterrence and 
therefore sabotage the Deterrence theory in its present 
form.

Source : WIPO Study
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Two different Paradigms of 
action  

International and 
Domestic 

To come up with a 
comprehensive framework in 
achieving Cyber Regulation, we 
need to think of it in several 
paradigms with the help of 
several tools. 



Levels Of 
Transgression

Level 1 transgressions are dealt with law enforcement and bilateral or 
multilateral agreements between states to promote cyber etiquettes. 
e.g. Silk Road Anonymous Marketplace

Level 2 category includes attacks of heedless transgression both by state 
and non-state actors. The economic sanctions against country and isolation 
of state on global forums can serve the purpose to some extent
e.g. IDF strike on Hamas cyber operatives

2 : Heedless Transgression

Level 3 transgression can lead to economic loss and fatalities that can be 
crucial for the state, to deal with such severe cyber-attacks, military action 
is always a practical deterrence option.
e.g. Stuxnet 

3 : Brazen Transgression 
1

2
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1 : Cautious Transgression

4

4 : Critical Transgression
Level 4 transgression includes an attack on critical and defence 
infrastructure, including defense establishments, nuclear arsenals, space 
infrastructure, and electric grids. 
e.g. Havex and Black Energy Malware



International efforts to bring in Shared 
Responsibility

Scenario I 
Once it becomes apparent in the international 
community about the identity of the adversary, then on 
the basis of the severity of the incidents, it can be 
addressed.

The New Norm Ladder is an effort towards mapping norms in international measures across domains 
(physical, cyber and economic actions) to the severity of the transgression in the cyber-attack. 

Monitoring interdependence and hostility among States is essential for the international community in 
order to understand who is most capable and willing, therefore the most accountable in adopting the norms 
in the international scenario



International efforts to bring in Shared 
Responsibility

Scenario 2
In a scenario where attribution is not successful, shared 
responsibility can be achieved by taking into consideration 
different power indices such as Military Power Index (MPI), 
Cyber Power Index (CPI)

Cyber Rehabilitation Fund 

The international community must work towards setting up a cyber-rehabilitation fund for the 
rapid economic recovery of the victim state. This can be an effective measure in achieving 
resilience in terms of support from the international community



Conclusion 

Forming a tactical 
cyber retaliation 
unit (similar to 
UN’s 
peacekeeping 
force) with  global 
cooperation, this 
cyber force can be 
an effective 
deterrent method

International 
organizations 
to facilitate 
effective  
research 
collaboration  
in Forensics 
and 
Investigation 
science to solve 
the problem of 
Attribution.

Norms are 
important for  
international 
cooperation in 
actions against 
the adversary 
state

Establish norms 
and conventions to 
build…

Transparency 
Proportionality
Non-proliferation

Base cyber 
security 
strategies on both 
Resilience and 
Deterrence

Adopting a robust 
framework to 
achieve deterrence 
and resilience using 
Cross domain, 
political tools of  
entanglement and 
normative 
considerations apart 
from the traditional 
DIME actions.



CREDITS: This presentation template was created by 
Slidesgo, including icons by Flaticon, and infographics 
& images by Freepik

THANK YOU Michel Rademaker
Kalliopi Terzidou

Amit, Jaydev, Pankaj, Saurav, 
Savitha, Soundarya, Vaibhav

http://bit.ly/2Tynxth
http://bit.ly/2TyoMsr
http://bit.ly/2TtBDfr

	Slide 1
	Slide 2
	Slide 3
	Slide 4
	A Multi Paradigm Framework For Cyber Sovereignty
	Slide 6
	Tools of the Framework :
	Slide 8
	Levels Of Transgression
	Slide 10
	Slide 11
	Slide 12
	THANK YOU

