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Brief from the Indian-
Dutch cybersecurity 

school

• With the advent of Ecommerce, a very large 
number of businesses have taken the online route 
and have started selling their products online 
through their website or mobile applications. But 
there is a specific issue that plagues these kinds 
of applications. It is the improper implementation 
in the way payments are handled by these 
applications. Every application has its own 
unique business logic which can include a wide 
range of coupons, multiple methods of payment, 
special offers etc and this introduces a lot of 
scope for attackers to exploit any loopholes these 
applications might have and making it possible to 
tamper with the price of the products. This can 
result in huge losses for a company over a long 
period of time if it goes unnoticed. 



Problem statement as given by India-Dutch 
cybersecurity school:

Identify

Identify the 
possible 
scenarios in 
which 
payments 
can be 
tampered 
with.

Come up

Come up 
with a 
solution for 
each 
possible 
scenario.

Develop

Develop a 
framework 
which the 
programmer
s can 
reference 
while 
developing 
any new 
functionality 
involving 
payments. 
(Best 
practices or 
standards 
for 
programmer
s): 

Develop

Develop a 
fraud 
detection 
mechanism 
with respect 
to payments



Our Approach 

• We are going ‘full-stack’ and ‘enterprise-wide’. 
Why? Because we feel that e-commerce is made 
up of a lot of stakeholders and the scope of the 
project- securing online payments and the task 
list- VAPT, solutions, secure coding frameworks, 
and fraud detection mechanisms would better be 
addressed from the point of view of the entire 
ambit of the organization, and then drill down into 
each aspect. As we dig deeper, we will be 
providing sufficient insight into why we think 
each stakeholder is important. Having said that, 
given the paucity of time, and the extensive and 
in-depth nature of cybersecurity, some areas 
couldn’t be adequately addressed

Tools/frameworks used: Burpsuite, Nessus, Kali 
Linux, ISO27001, PCI-DSS, NIST CSF, OWASP, 
CMU Best Practices



An overview of e-commerce

What Is Electronic Commerce (e-commerce)?

• Electronic commerce or e-commerce (sometimes written as eCommerce) is a business model that lets firms and individuals buy and sell things over the internet. E-
commerce operates in all four of the following major market segments:

 Business to business  (B2B)

 Business to consumer (B2C)

 Consumer to consumer (C2C)

 Consumer to business (C2B)

• Ecommerce in India: Quoting the Indian Ecommerce Industry Report, September, 2020, E-commerce has transformed the way business is done in India. ... India's E-
commerce revenue is expected to jump from US$ 39 billion in 2017 to US$ 120 billion in 2020, growing at an annual rate of 51%, the highest in the world. Also, 
given the digital transformation necessitated by the pandemic, even many traditional goods have moved online which, considering India’s diversity, gives a plethora 
of goods and services online, and with it, the risks of cyberattacks as well, in sectors hitherto unheard of.



Governance-
Risk-
Compliance 
(GRC) 

• 1) GRC- ISO27001, 27017, 27018, SOC TYPE-2, NIST, GDPR, GDPR, 
PCI-DSS- While some may be enterprise wide, others could be for a 
vertical that handles specific critical information assets

2) VAPT- This focuses more on the technology aspects of the company- in 
our case- the web and the networks.
 
3) Legal aspects: 

• Though there are industry-specific mandates by regulatory authorities such 
as RBI, SEBI, TRAI etc, a general lacunae in clarity of a definite/explicit 
legal mandate in general for compliance, is what we could find. 

• Another legal issue specific to the e-commerce industry was that of state-
specific bans- what is legal in one state, might be banned in the other. 
Hypothetically, that could result in ecommerce companies redefining 
themselves through legal loopholes, which might have an unwanted by-
product of themselves wriggling out of compliance mandates as well, 
exposing themselves and other stakeholders to cyber, legal and financial 
risks in the process.



Budget

• One of the biggest problems due to which companies are not able to have 
robust cybersecurity infrastructure in place is because of a lack of budget. 
Cybersecurity being normally seen as a cost expenditure rather than one 
enabling business, there is often a lack of will to sanction relevant amounts for 
the cybersecurity budgets. A recent Gartner report  says that the companies 
they’ve researched spend an average of 5.6% of their overall IT budget on 
cybersecurity, with a range of about 1% to 13%. So there’s a good idea of what 
a typical cybersecurity budget is. 

But on the positive side, as cyber-attacks, and therefore awareness increase, are 
security budgets increasing? For a clearer picture, ISACA’s State of 
Cybersecurity 2019 report, asked survey respondents “How, if any, will your 
organization’s cybersecurity budget change in the next twelve months?” Only 
12% said that it would decrease. 34% said it would stay about the same. But 
55% said it would increase. Are the respondents happy with that? Only 5% said 
cybersecurity was overfunded. 34% said that the budget was appropriate. But a 
whopping 60% said that cybersecurity is underfunded. So we can conclude that 
budgets are slightly increasing in general, but most cybersecurity professionals 
believe that their budgets should increase even more than that.

https://www.gartner.com/en/newsroom/press-releases/2016-12-09-gartner-says-many-organizations-falsely-equate-it-security-spending-with-maturity


Societal 
aspect: 

• So if the companies are spending more 
on security, and a good chunk on the 
technology side, hackers would focus 
on the weakest element- the people. 
Cybersecurity hygiene as part of 
culture is still yet to be practised-at all 
levels of stakeholders, be it taking 
effort for awareness, password 
management, security by design, 
secure coding practices or a company-
wide mission to provide quality 
services online in a safe manner.



Different 
stakeholders of a 
typical e-
commerce 
company in cyber 
parlance, 
vulnerabilities 
and possible 
remedies:

• A) Web-facing assets
B) Company’s internal assets
C) Suppliers/Vendors- compliance to 
minimum security standards-periodic review 
of their basic security posture
D) Customers-Retail, B2C, B2B, C2B
E) Catastrophic incidents



A) Web-facing 
assets: 

We could view an e-commerce website from 
a payment perspective also as: Web stack

Payment methods

Payment processors

Payment gateways



Website

Type of Web 
stack

LAMP WISA MEAN

Client side 
coding

HTML5, 
CSS3, JS

HTML5, CSS3, 
JS

HTML5, 
CSS3, JS

Programming 
languages

PHP Microsoft ASP. 
net

Node.js

Database 
Engine

MySQL Microsoft SQL 
Server

Angular.js

Web Server 
Software

Apache IIS (Internet 
Information 
Services)

Express.js

Operating 
system

Linux Windows MongoDB



Common 
Payment 
methods: 

Netbanking

Cards-Debit

Cards-Credit

Wallets

QR Code

Payment gateway-generated link

UPI

CoD (Cash on Delivery)

Coupons



 VAPT/Fixes/Mitigation- Website and Business Logic

S.No Broad scenario Specific cases Possible fixes/mitigation measures

1 Tampering with the JSON request data Tampering with the amount Validate the amount in the database

  Tampering with the quantity Mitigation-expose as less as possible, best case take just an order ID

  Tampering with the coupon system-unvalidated, easily guessable coupons. Another scenario is tampering with the 
amount in tandem with a valid coupon to get a next-to-zero discount

Validation of coupon in tandem with the amount and the order ID

2 Data breaches Sniffing the user ID/password HTTPS, end to end encryption, hashing and checksum where necessary

3 Tampering with the parameters passed to the payment processor Re-using the same order ID There should be validation built into the API for this

4 Payments Changing status return from failure to success Validation at every point here, ideally pass just an order ID

  Wallets- if the amount doesn’t have a validation in place, it could send a negative amount, which could result in cash 
getting added into the wallet, also with the order getting booked as well

Validation for the amount in wallet- check for negative parameters

5 IAM (Identity Access Management) Access controls breached Sensitive data must always be logically separated, accessed by VMs with stringent access controls, passwords and 
other auth mechanisms must ideally be chanelled only through environment variables



Payment 
processors 
and payment 
gateways

There are basically four parties involved with 
every payment transaction:

 The merchant

 The customer

 The issuing bank/wallet/other payment 
method

• The acquiring bank



Payment 
processors 
and payment 
gateways

• Payment processor what is

• Payment gateway what is

• Though the ecommerce company has no direct stake as 
such in the payment gateway security except for a few 
controls to be put in place, we felt that choosing a good 
underlying payment gateway is very important for a 
robust cybersecurity posture. 

• For the payment processor and the payment gateway, 
the industry mainly deals with 3 broad heads of 
security risk- Merchant onboarding risk, Payment 
security risk, and the risk of a data breach. While PCI- 
DSS (Payment Card Industry Data Security Standard) 
is pretty comprehensive in providing adequate 
protection across the scenarios, we felt a few basic 
things which occur to our mind should be brought to 
notice: 



VAPT/Fixes/Mitigation- Payment Processors & Payment Gateways

S.No Broad scenario Specific cases Possible fixes/mitigation measures

1 Merchant onboarding risk Dubious merchant-Merchant runs away with the money, there is a conflict of trademark, 
legal competition issue etc 

Due diligence in verification, KYC-AML (Know Your Customer- Anti-Money Laundering) guidelines 
best help this, CTI (cyber threat intelligence)

2 Payment security risk Exposed API endpoints Mitigation-expose as less as possible, best case take just an order ID

  Payment tampering in transit HTTPS+ end-to-end encryption+hashing algorithm

3 Data breaches Cards stored PCI-DSS compliance

  Database breach Database containing PII and/or sensitive information must always be encrypted

4 IAM (Identity Access Management) Access controls breached Sensitive data must always be logically separated, accessed by VMs with stringent access controls, 
passwords and other auth mechanisms must ideally be chanelled only through environment 
variables



Framework which the programmers 
can reference while developing any new 
functionality involving payments:

• Security by design not only makes the 
entire application safer, but also has 
added benefits of making it cleaner, better 
and more manageable and scalable.

•  Accordingly, we chose two of the best 
coding practices we could find- OWASP 
and Carnegie Mellon University’s best 
practices and tried to compile it in our 
own words. 

• Top 10 Secure Coding Practices

• Videos



Fraud detection mechanism with respect to 
payments

• AI-ML based- This can be 
deployed at various levels. 
Atleast for some of the 
examples given above.

Layer of web 
stack

Scenarios

Business logic Same order ID re-used

 Similar kind of payment happening all 
the time

Payment 
processors

Volume check

 Monitoring check

 Velocity check



Fraud detection mechanism with respect to 
payments

• CTI- Cyber Threat Intelligence- In-house/partner- This is a very under-
utilized area of AI-ML based fraud detection. Average time of detection is 
in India remains abysmally high compared to other countries. What this 
implies-by the time you detect it, information has likely been on the dark 
web for ages- has likely been brought by interested parties- hackers, 
competitors, and what not. Also, phishing websites similar to yours

• Third party: Certain payment gateways come with in-built fraud detection 
mechanisms deployable at higher stacks of the website. 



Conclusion

• From the above, we can understand that security of an ecommerce system 
not only involves a complex myriad of stakeholders, but also a definite will 
from all of the people, process, technology concerned.



Thank You!

• Credits:

1) Project coordinator: Ms. Kalliopi Terzidou
2) Project Mentor: Mr.Shamanth Alladi

• All members of Group-A who were actively 
involved in the project

• Indian Dutch Cyber Security School 2020

• All stakeholders of the program



Open To Questions
?????


	Slide 1
	Contents
	Brief from the Indian-Dutch cybersecurity school
	Problem statement as given by India-Dutch cybersecurity school:
	Our Approach
	An overview of e-commerce
	Governance-Risk-Compliance (GRC)
	Budget
	Societal aspect:
	Slide 10
	A) Web-facing assets:
	Website
	Common Payment methods:
	VAPT/Fixes/Mitigation- Website and Business Logic
	Payment processors and payment gateways
	Payment processors and payment gateways
	VAPT/Fixes/Mitigation- Payment Processors & Payment Gateways
	Slide 18
	Fraud detection mechanism with respect to payments
	Fraud detection mechanism with respect to payments
	Conclusion
	Thank You!
	Open To Questions

